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WARNINGS

WARNING

In order to comply with international radio frequency (RF) exposure limits, dish
antennas should be laced at a minimum of 8.7 inches (22 cm) fitbe bodies of all
persons. Other antennas should be laced a minimum of 7.9 inches (20 cm) from the
bodies of all persons.

=

WARNING

Ultimate disposal of this product should be handled according to all national laws and
regulations.

=

WARNING

Do not locate the atenna near overhead power lines or other electric light or power
circuits, or where it can come into contact with such circuits. When installing the
antenna, take extreme care not to come into contact with such circuits, as they may
cause serious injury mdeath. For proper installation and grounding of the antenna,
please refer to national and local codes.

=

WARNING

Only trained and qualified personnel should be allowed to install, replace, or service
this equipment.

=

WARNING

To meet regulatory restrictions, th®WSM-AUnit and the external antenna must be
professionally installed. The network administrator or other IT professional responsible
for installing and configuring thePWSM-AUnit is a suitable professional installer.
Following installation, access to th®WSM-AUnit should be password protected by
the network administrator to maintain regulatory compliance.

Follow the guidelines in thignstallation guideto ensure correcioperation and safe use
of the PWSM-A Unit.

There are four types PWS

A.

B
C.
D

PWSAO0441xx (400MHz TDMA radio with 2.4GHz 802.11b/g/n AP, without battery)
PWSMO0411xx (400MHz MESH radio with 2.4GHz 802.11b/g/n AP, without battery)
PWSA041118(400MHz TDMA radio with 2.4GHz 802.11b/g/n AP, with 12VDC 18AH battery)
PWSM041118(400MHz MESH radio with 2.4GHz 802.11b/g/n AP, with 12VDC 18AH pattery
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PACKAGE CONTENTS
The package you have received should contain the following items:
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9 M12 VDC Power cableé é é é ...

9 Waterproof IP cableglandé é é é ..é e é e é é

vendor for support.

If any item on the above list isnot included or damaged, please contact your local
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MECHANICAL DESCRIPTION

Please refer to the following table for the meaning of each feature.

2. RSSI LED indicator , 3- Reset button
4. Power LED

1. Power Input (M12)

5.SHF 2.4 GHz N- Jack Antenna 6. LAN Port (RJ45)

7. UHF 400 MHz N- Jack Antenna

Portable/PWS-M-A Subscriber or Base Station Unit Figure

Feed 10~3WDC power to th&€WSM-AUnit via this power Jack, please follow thi

1 Power Input (M12) assigrment for correct+ / - polarity, mix that might cause the damaggéradio.

4 Power LED Indicate status of power on or off.

This function only works at CPfbde to indicate the RSSI from B&3ation, 5 LEB
(levels)totally, more LEDs means stronger signal l€vebr TDMAMPT version only

press it and hold the reset button for 5~10 seconds, FAW&SM-AUNit will back to
factory default settings.

Here you can attach the proper antenna with tR8VSM-Aunit to wirelessly connec
to the networks. In order to improve the RF signal radiation of your antenna, pr
antenna installation is necessary.(VSWR less than 1.5)

Use the SFTP cat.5 cable with M12 connector to connect t@WEM-AUnNIt, and the
other end to other Ethernet device such as PC or switch / router.

Here you can attach the proper antenna with tR8VSM-Aunit to wirelessly connect
to the networks. In order to improve the RF signal radiation of your antenna, pr
antenna installation is necessgilySWR less than 1.5)

2 RSSI LED indicator

3 Reset button

5 SHF 2.4 GHzN- Jack
Antenna Connector

6 | LAN Por(M12)

7 UHF 400 MHZAN- Jack
Antenna Connector
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A INSTALTHEPWSM-ASubscriber Unit

This section show you how to mount the PWS-M-Aunit, please read it carefully before you start to

install the hardware. Be safe and step by step to finish the hardware installation.

LAN WiFi 2.4 GHz Antenna WAN 400/500 Mhz antenna

Ground plane car roof

10~30VDC

Tablet WiFi
Ethernet Wireless device

Breaker and fuse

10/100 BaseT
Ethernet Device

Hardware Installation Figure

This PWS-M-Aunit can be damaged by incorrect powerapplication. Read and
follow the installation instructions carefully before conneting the system to its
power source.Please do not forgett the Batterircuit Breaker and or fuse

1. Mounting the PWS-M-Aunit in the car

Only trained and qualified personnel should be allowed to install, replace, or service

this equipment.

A ATTENTION

This product is intendedd be mounted to a welgroundedmounting surface such as a metal panel.

Theq VDC is grounded to thBWSM-Aand antenna coaxial cable is grounded to tR&VSM
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2. Connect the LAN Port M12 version. (M12 connector)
This PWS-M-AUnit support 10/100M Ethernet connection. Attach your SFTP cat.5 Ethernet cable
with the M12 connector on the PWS-M-AUnit, and then connect the other end of the cable to the

other Ethernet devices. Please follow the below pinouts assignment for the Ethernet cable.

m Figure 21. RJ-45 Connector Pin Assignments
Pin 4 TR Pin & THRX
2 3 2 plus 2 minus
-Pin 1: Pin & TH/AX Pin &: THRX
Pin 1 D +
o O Pin2: RD-+ 1 plus 1 minus
-Pin3: TD- Pin 2: TX/FX Pin 7: TR

O o -Pin 4: RD - 0 minus 3 plus
1 4 Pin 1: TXFX | | Pin 8: TXRX
0 plus

3 minus

3. Connect the LAN Port RJ45 version.

Welding the shielding parts of the SFTP cable and the R45 connectorwell to ensure
he performance of the system and avoid the moisture leak into the radio.

12345678
i

Pr=—=,

I i |:i"i"
[}
87654321

Weld the RJ-45 connector with the SFTP cable

Appendix 1  How to make the SFTP cable with waterproof connector betiheeradio
and LAN network

The waterproof connector was formed by 3 pieces components as the following exploded view:

Blow is the complete figure for reference:
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4. Attached the antenna

Users can attach the proper antenna to the N-type connector on the PWS-M-AUnit.

7 To meet regulatory restrictions, thePWS-M-AUnit and the external antennamust be
professionallyinstalled. ( Grounded and with VSWR less than 1.5)

5. Connect the Power Cable

Use the M12 connector to make a DC power cable to connect the PWS-M-AUnit and
PWS-M-Apower supply.

ATTENTION

Feed in proper voltage range DC (10~30VDC) to the PWS-M-AUnit with correct polarity
to make sure the PWS-M-AUnit works well. Please refer to below pinouts assignment for
correct + / - polarity, mix that might cause damage to the PWS-M-AUnit.

Model (Indoor / DC input range Power consumption
PWSM)
400/500MHz 5W 10~30V DC Main board + RF modute
802.11abgn (Max.25W)

MobiRakePWSM-AUnit | 12VDC | 24VDC

Pure Tx mode 2A 1A.
Pure Rx mode 1.5A 0.75A

Power cable AWG Number MAX current *
MOXA 21 AWG (0.723mm) |[1.2~1.6A
Hypercable 20 AWG (0.812mm) | 1.5~2A
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ATTENTION

NOTE

You should read and follow the installation instructions carefully before connéing
the system to itspower source. Ths wirelessPWS-M-AUnit can be damaged by

incorrect power supply.

Power input

Color and pin assignment :
Pin 1¢ brown

-Pin 1: Pin 2¢white

-Pin2:  pin 3¢ blue

'Pm 2° Pin 4c¢ black
-Pin 4: bin 5
-Pin 5; M >cgreen
Pin 1, 2& 3 arein commonfor BatteryV+
5 Pin 4& 5 arein commonfor BatteryV- and BoxGround

Align the antenna by the Bar Led

This function only works at CPE mode to indicate the RSSI from Basestation, 5 LEDs
(levels) totally, more LEDs means stronger signal level.

During the base station research, the Barled display a led scan mode.

Signal level 1(Min) 2 3 4 5(Max)
RSSI -92~-88dBm -87~-78dBm -77~-63dBm -62~-43dBm -42~+10dBm
LED Status 1* Yellow 2 * Yellow 2* Yellow + 2* Yellow + 2 * Yellow +
1*green 2 * green 3 *green
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Chapter 3 System Configuration

A 3-1 Startup and Log in of the PWS

The LAN port of the PWS radio was physically connectedet®.4GHz02.11 b/g/n AP/ROUTER
directly, and then switch to the 400MHz TDMA / Mesh radio.

Configurations of the 2.4GHz 802.11b/g/n AP/Router

The 2.4GHz 802.11b/g/n AP/ROUTER, offers aftisadly webbased management interface for the
configuration.lt is recommended to make initial configuration changes by connecting a PC directly to

GKS t2{ NIYRA2Q& [!b LE2NIP ¢KS HOADIT ynHOPMMOK S
192.168.2.1 and a subnet mask of 255.255.255.0. You must set your PC IP adbeesa the same

subnet as the 2.4GHz 802.11b/g/n AP/ROUTER (that is, the PC and 2.4GHz 802.11b/g/n AP/ROUTER

I RRNB&aasSa Ydad o620K &adGFINI wmMpHOMcy PHPEOVD ¢2 | C
management GUI interface, follow these steps:

1. Use your welbrowser to connect to the management interface using the default IP address of
192.168.2.1.

223 Ayid2 GKS AYyGSNFIFOS o0& SyuSNay3a GKS RSTFI dz @
OK.

Status Page
After logging in to the web interface, thetatus page displays. The Home pagertmmu-bar shows
the Status, Easy Setup, Advanced and Language.

192.168.2.1 \N Netmask 255.255.255.0

V2.5 2012-06-27-13:42 ystermn Time Sun, 01 Jan 2012 12:18:03

AP Router mode
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Easy Setup

The Easy Setup is designed to help you to configure the basic settings required to get the 2.4GHz
802.11b/g/n AP/ROUTER up and running. Tteeeeonly a few basic steps you need to set up the
2.4GHz 802.11b/g/n AP/ROUTER to get the connection.

Click on Easy Setup to bring up the wizard

Please select an Operation Mode |Z|

Please select an Operation Mode
AP Router

AP Bridge

Client Router

Client Bridge

Note: For the PWS system, this 2.4GHz 802.11b/g/n AP/ROUTER musP lizridge mode
only. (Default factory setting is AP router mode)

Operation Modec AP Bridge
/| K224S YSydz a9t ae {Siddz¥ Iy

pul;
Qx
w»
(V)]
O
[
P
S
Py
L
0p;
>
-

Please select an Operation Mode |Z|
Please select an Operation Mode

AP Router
AP Bridge

Client Router
Client Bridge

SSID_NAME
]
Disable

Done wireless back

Network Name (SSIDSSID (Service Set Identification) must be assigned to all wireless devices in

your network. Considering your wireless network security.

Security Mode Select the security method and then configure the required parameters. (Options:
Disabled, Open, SharedVERAUTO, WP&RSK, WPARSK, WRRSK_WPARSK, WPA, WPA2,
WPA1_WPA2, 802.1X; Default: Disabled
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A 3-2 Advanced Setup

In the Advanced Manual Bar, it includes all the settings such as firmware upgrade, LAN, WAN and
wireless settings that change the RF beheszidt is important to read through this section before
attempting to make changes.

Management
Advanced Settings
Operation Mode
System Lo

Tools

Firewall Settings

MAC/TPPort Filtering
Virtual Server
DMZ
Firewall
QoS
Content Filtering
Network Settings
WAN
LAN
VLAN
DHCP Static Leases
Advanced Routing
Wireless Settings
Basic

Advanced

Management

The Management section is provided for configuration of administrative needs such as language type,
user name / Password, firmware upgrade, export and imgsattings, load factory defaults and
reboots system.

Waeb Interface Settings Firmware Upgrade Configuration Load Factory Defaults Reboot System Scheduling Reboot

Password:The new password must not exceed 32 characters in length and must not include any
spaces. Enter the new password a second time to confirm it.
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Web Interface Settings Firmware Upgrade Configuration Load Factory Defaults Reboot System Scheduling Reboot

V2.5 2012-06-27-13:42

| | Browse |

Upload
Warning
Upgrading firmware may take a few minutes.
Do not turn off the power or close the browser!

Software Version This displays the current firmware version.

To upgrade the 2.4GHz AP/Router's firmware, follow these instructions below:
1. Download a more recent firmware upgrade file from our website.

2. Type the path and file name of the update file into thige field. Or click théBrowsebutton to
locate the update file.

3. Click theUpgradebutton.
Note:

1. When you upgrade the 2.4GHz AP/Router's firmware, you may lose its current configurations, so
before upgrading the firmware please do a memo for some of your customized settings to avoid
losing important settings.

2. Do not turn off the 2.4GHz AP/Router press the Reset button while the firmware is being
upgraded, otherwise, the Router may be damaged.

3. The Router will reboot after the upgrading has been finished.

Web Interface Settings Firmware Upgrade Configuration Load Factory Defaults Reboot System Scheduling Reboat

| souse

Warning

Only upload files backed up using this firmware and from the same model of router.
Do not upload any files that were not created by this interface!

Export SettingsClick the Export Button to download current router configuration to your PC.

Import Settings:Click the Import Button to browse for the configuration file that is currently saved
on your PC. Click Import to overwrite all current configurations with theiarthe configuration file.
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Web Interface Settings Firmware Upgrade Configuration Load Factory Defaults Reboot System Scheduling Reboot

Load Default

Load Factory Defaultdf you have problems with 2.4GHz 802.11b/g/n AP/ROUTER, which might be a
result from changing some settings, but you are unsure what settings exactly, you can restore the
factory defaults by click theoad Default Button.

Web Interface Settings Firmware Upgrade Configuration Load Factory Defaults Reboot System Scheduling Reboot

Reboot Now!

Reboot Systemif you want to reboot the 2.4GHz 802.11b/g/n AP/ROUTER, click the Reboot Now
Button.

Advanced Settings
The Advanced Settings section is provided for configuration of Time Zone, DDNS, UPnP, SNMP, and SSH.

Time Zone Settings DDNS Settings UPNP Settings SNMP Settings SSH Settings

L J syncwithhost
(GMT-12:00) International Date Line
I

Time Zone Settings The Time Zone Settings allows you to configure, update and maintain the
O2NNBOG GAYS 2y (GKS uwodnDIT ynuodmmok3Iky !t kwh! ¢9w

SNTP Servar Enter the address of an SNTP server to receive time updates.

SNTP synchrazation (minutes)t Specify the interval between SNTP server updates.

Time Zone Settings DDNS Settings UPNP Settings SNMP Settings SSH Settings

E—

Dyndns.org
freedns.afraid.org

www.zoneedit.com
WWW.No-ip.com Ll Cancel

DDNS Setting®DDNS lets you assign a fixed host and domain name to dynamic Internet IP address. It
is useful when you are hosting your own website, FTP server, or other server lbhiddGHz
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802.11b/g/n AP/ROUTER. Before using this feature, you need to sign up for DDNS service at
www.dyndns.org a DDNS service provider.

User NameSets the DDNS user name for the connection.
PasswordSets a DDNgassword for the connection.

HostName:The host name that you selected from the DDNS service provider.

Time Zone Settings DDNS Settings UPNP Settings SNMP Settings SSH Settings

UPNP SettingdJPnP permits network devices to discover other network device(s) prefeernte
establish functional network services for data sharing, communication, and entrainment. Default
setting is Disabled.

Time Zone Settings DDNS Settings UPNP Settings SNMP Settings SSH Settings

SNMP Settingd¥lanaging devices on IP networks. Default setting is Disabled.

Time Zone Settings DDNS Settings UPNP Settings SNMP Settings SSH Settings

SSH SettingsSecure Shell. Enable your 2.4GHz 8D2/g/n AP/ROUTER unit to access secure shell
(SSH) based network device. Default setting is Disabled.

Operation Mode

Note: For the PWS system, this 2.4GHz 802.11b/g/n AP/ROUTER musP lizridge mode
only. (Default factory setting is AP router mode)

Advanced

AP Router | =

AP Router
AP Bridge

Appl I Client Router
Client Bridge
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Firewall Configuration

Advanced English |Z|

S IELIE Disable g an) Accepted

| ol se|  Protocol]  DPR|___SPR|___Action| ______Comment]

Others would be accepted

MAC/IP/Port filtering restricts connection parameters to limit the risk of intrusion and defends
against a wide array of common hacker attacks. MAC/IP/Port filtering allows the unit to permit, deny
or proxy traffic through its MAGddresses, IP addresses and ports. The 2.4GHz 802.11b/g/n
AP/ROUTER allows you define a sequential list of permit or deny filtering rules. This device tests
ingress packets against the filter rules one by one. A packet will be accepted as soon as ismatche
permit rule, or dropped as soon as it matches a deny rule. If no rules match, the packet is either
accepted or dropped depending on the default policy setting.

MAC/IP/Port Filtering Enables or disables MAC/IP/Port Filtering.

Default Policy When MAC/IP/Port Filtering is enabled, the default policy will be enabled. If you set

0KS RSTFldzZ & LR2fAOE (G2 Aa5NRLIISReés ff AyO2YAy3a LI
the policy is set to "Accepted,” all incoming packets that don'tahdhe rules are accepted. (Default:

Dropped)

MAC AddressSpecifies the MAC address to block or allow traffic from.

DIP. Destination IP Address. Specifies the destination IP address to block or allow traffic from.
SIP Source IP Address. Specifies therseuP address to block or allow traffic from.

Protocot Specifies the destination port type, TCP, UDP or ICMP.

Destination Port RangeSpecifies the range of destination port to block traffic from the specified
LAN IP address from reaching.

Source Port Rege Specifies the range of source port to block traffic from the specified LAN IP
address from reaching.

Action: Specifies if traffic should be accepted or dropped. (Default: Accept)
Comment Enter a useful comment to help identify the filtering rules.

Curent Filtering rules The Current Filter Table displays the configured IP addresses and ports that
are permitted or denied access to and from.

a No.d The table entry number.
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a MAC Address & Displays a MAC address to filter.

a Destination IP Address (DIP)d Displays the destination IP address.
1] Source IP Address (SIPY Displays the source IP address.

a Protocol 8 Displays the protocol type.

0] Destination Port Range (DPR)Y Displays the destination port range.
a Source Port Range (SPRY Displays the source port range.

i  Action & Displays if the specified traffic is accepted or dropped.

a Commentd Displays a useful comment to identify the filter rules.

Virtual Server Settings

Virtual Server (sometimes referred to as Port Forwarding) is the act of forwarding trafficofiem
network node to another based on received protocol port number. This technique can allow an
external user to reach a port on a private IP address (inside a LAN) from the outside through a NAT
enabled router. (Maximum 32 entries are allowed.)

TCP&UDP | |

Delete Selected

Virtual Server:Selects between enabling or disabling port forwarding the virtual server. (Default:
Disable)

IP AddressSpecifies the IP address of a server on the local network to allow external access.
Private Port:The protocol port number on the local server.

PublicPort¢ KS LINRP (G202t LIR2NI ydzYoSN) 2y GKS NRdzi SNRa 2!
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Protocol: Specifies the protocol to forward, either TCP, UDP, or TCP&UDP.
Comment:Enter a useful comment to help identify the port forwarding service on the network.

Current Virtual Serers in Systent The Current Port Forwarding Table displays the entries that are
Ffft26SR (2 F2NBINR LI O1Sia GKNRBAAK GKS woenDI T yn

i  No.d The table entry number.

U IP Addressd The IP address of a server on the local netwoekltav external access.

i Port Mapping 8 displays the port mapping for the server.

i Protocol d Displays the protocol used for forwarding this port.

i  Commentd Displays a useful comment to identify the nature of the port to be forwarded.

DMZ

DMZ is to specifiechost PC on the local network to access the Internet without any firewall
protection. Some Internet applications, such as interactive games or video conferencing, may not
function properly behind the firewall. By specifying a Demilitarized Zone (DMZ)theskC's TCP

ports are completely exposed to the Internet, allowing open tmw&y communication. The host PC
should be assigned a static IP address (which is mapped to its MAC address) and this must be
configured as the DMZ IP address.

]

Apply Reset

DMZ SettingsSets the DMZ status. (Default: Disable)

DMZ IP AddressSpecifies an IP address on the local network allowed unblocked access to the WAN.

Content Filtering
The 2.4GHz 802.11b/g/n AP/ROUTER provides a variety of options for blocking Internet access based
on content, URL and host name.

Webs URL Filter Settings Webs Host Filter Settings

ntp(s):// I
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Web URL Filter SettingsBy filtering inbound Uniform Resource Locators (URLs) the risk of
compromising the network can be reduced. URLs are commonly used to point to websites. By
specifying a URL or a keyword contained in a URL traffic from that site may be blocked.

Current URIFilters: Displays current URL filter.
Add a URL FilteAdds a URL filter to the settings.
Delete a URL FilteDeletes a URL filter entry from the list.

Web Host Filter SettingsAllows Internet content access to be restricted based on web address
keywords and web domains. A domain name is the name of a particular web site. For example, for
0KS | RRNB&aa 666dl h{¢dO2Y3 GKS R2YIFIAY VYIYS A& | h{

Current Host FiltersDisplays current Host filter.

Add a Host FilterEntersthe keyword for a host filtering.

Delete a Host FilterDeletes a Host filter entry from the list.

Webs URL Filter Settings Webs Host Filter Settings

Network Settings
LAN

In this section, the LAN settings are configured based on the IP Address and Subnet Mask. The IP
address is also used to access WhMsb-based management interface. It is recommended to use the
default settings if you do not have an existing network.

00:C0:CA:60:B8:AC
192.168.2.1
255255 255 0

DHCP Server [~ |

192.168.2.100

192.165.2.199
One day |Z|
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IP AddressThe IP address of 2.4GHz 802.11b/g/n AP/ROUTER on the local area network. ( Default:
192.168.2.1)

Subnet MaskThe subnetmask of 2.4GHz 802.11b/g/n AP/ROUTER on the local area network

DHCP Serveithe DHCP Server is to assign private IP address to the 2.4GHz 802.11b/g/n AP/ROUTER
in your local area network(LAN). The default LAN IP address is 192.168.2.1, changing IRnétidress
Ffaz2 OKFy3aS (GKS 51/t aSNBSNNa Lt adoySao

Wireless Settings
Basic

[T EUE  Set Country Code

BN 2437 \Hz (Channel 6) |~ |

Sl Scan

SULTEN ViFi 11gn HT20 [~ |
(UL [ pper Channel

B/ [FE i (km)

SSID NAME W Hide
Bl Disable =]

Encryptio

Wireless On/Off:Enables or Disable the radio. (Default: Turn On)

Wireless ModeThere are 4 wireless mode, those are Access Point, WDS Access Point, WDS Repeater
and WDS Client

Note: If WEP authentication is selected for WDS communication, you will then only have one set of
encryption for the entire channel.

Network Name (SSID)The name of the wireless network service provided by the 2.4GHz
802.11b/g/n AP/ROUTER. Clients that wanttémnect to the network must set their SSID to the
same as that of 2.4GHz 802.11b/g/n AP/ROUTER. (Ra8eHaracters)

Multiple SSIDOne additional VAP interface supported on the device. (Default: no hame configured,;
Range: 132 characters)

Frequency Channel): The radio channel that the 2.4GHz 802.11b/g/n AP/ROUTER uses to
communicate with wireless clients.

Network Mode: Defines the radio operating mode.(Default: 11an HT20)
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Packet AggregateThe process of joining multiple packets together into alsitiggnsmission unit, in
order to reduce the overhead associated with each transmission.

SECURITY

SSI0 NAME W Hide
|

ETa—c

WPA-AUTO-PSK
602 1x

WIRED EQUIVALENT PRIVACY (WEP)

WEP provides a basic level of security, preventing unauthorized access to the network, and
encrypting data transmittecdbetween wireless clients and an access point. WEP uses static shared
keys (fixedength hexadecimal or alphanumeric strings) that are manually distributed to all clients
that want to use the network.

When you select to use WEP, be sure to define at leaststatic WEP key for user authentication or
data encryption. Also, be sure that the WEP shared keys are the same for each client in the wireless
network.

SSID NAME W Hide

ne
T s

WERAUTOt Allows wireless clients to connect to the network using

OpenWEP (uses WEP fancryption only) or ShareEP (uses WEP for authentication and
encryption).

Encrypt Typa Selects WEP for data encryption (OPEN mode only).

Security Key Index Selects the WEP key number to use for authentication or data encryption. If
wireless clienthave all four WEP keys configured to the same values, you can change the encryption
key to any of the settings without having to update the client keys. (Default: 1; Range: 1~4)
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WEP Keys Sets WEP key values. The user must first select ASi@kadecimal keys. Each WEP
key has an index number. Enter key values that match the key type and length settings. Enter 5
alphanumeric characters or 10 hexadecimal digits forbiédkeys, or enter 13 alphanumeric
characters or 26 hexadecimal digits for 4#8keys. (Default: Hex, no preset value)

Note.

If WEP authentication is selected for WDS communication, you will then only have one set of
encryption for the entire channel.

WPA & WPA2

Wi-Fi Protected Access (WPWgs introduced as an interim solution for the vulnerability of WEP pending the
adoption of a more robust wireless security standard. WPA2 includes the complete wireless security standard,

but also offers backward compatibility with WPA.

M SSID NAME M Hide
=
WPA (=]

s @ TKIP © CCMP(AES) @ Auto

WPA:Clients usig WPA for authentication.

WPA2:Clients using WPA2 for authentication.

WPAAuto: Clients using WPA or WPA2 for authentication.

WPA Algorithms:Selects the data encryption type to use. (Default is determined by the Security Mode

selected.)
TKIPT Uses Tmporal Key Integrity Protocol (TKIP) keys for encryption. WPA specifies TKIP as the data
encryption method to replace WEP. TKIP avoids the problems of WEP static keys by dynamically changing
data encryption keys.
AEST Uses Advanced Encryption Standard JAKeys for encryption. WPA2 uses AES Coividele
encryption with Cipher Block Chaining Message Authentication CodeMBBYL for message integrity. The
AES Countevode/CBCMAC Protocol (AESCCMP) provides extremely robust data confidentiality using a
128 bit key. Use of AESCMP encryption is specified as a standard requirement for WPA2. Before

implementing WPAZ2 in the network, be sure client devices are upgraded to \dGt@iant hardware.

Autot Uses either TKIP or AES keys for encryption. WPA and
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WPA2mixed modes allow both WPA and WPAZ2 clients to associate to a common SSID. In mixed mode, the

unicast encryption type (TKIP or AES) is negotiated for each client.

Key Renewal Intervalt Sets the time period for automatically changing data encryption key$ a

redistributing them to all connected clients. (Default: 3600 seconds)
RADIUS Serve€onfigures RADIUS server settings.
IP Address Specifies the IP address of the RADIUS server.
Portt The User Datagram Protocol (UDP) port number used by the
RADIUS seer for authentication messages. (Range: :685835;
Default: 1812)
Shared Secret A shared text string used to encrypt messages between the access point and the RADIUS

server. Be sure that the same text string is specified on the RADIUS server. Do not use blank spaces in the

string. (Maximum length: 20 characters)

WPAPSK & WPAPSK

Wi-H Protected Access (WPAYas introduced as an interim solution for the vulnerability of WEP

pending the adoption of a more robust wireless security standard. WPA2 includes the complete
wireless security standard, but also offers backward compatibility WA. Both WPA and WPA2
LINEGARS Iy aSYGSNIINARAaASE YR GLISNR2YylFfé¢ Y2RS 27F 2
FYR 2t!nw LINPGARS | AAYLI S a&LISNE Shated key f@ haBwk G A y 3
access. TheVPA PreShared Key (WPRSK mode uses a common password phrase for user
authentication that is manually entered on the access point and all wireless clients. Data encryption

keys are automatically generated by the access point and distributed to all clients connected to the

network.

SSID NAME M Hide

@ TKIP © CCMP(AES) @ Auto

N Genearor

WPAPSKt Clients using WPA with a Pshared Key are accepted for authentication. The default
data encryption type for WPA is TKIP.

WPA2PSKr Clients using WPA2 with a Pskared Key are accepted for authentication. The default
data encryption typdor WPA is AES.

WPA Auto-PSKr  Clients using WPA or WPA2 with a Preshared

Key are accepted for authentication. The default data encryption type is TKIP/AES.
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WPA Algorithmst Selects the data encryption type to use. (Default is determined by the Security
Mode selected.)

TKIPt Uses Temporal Key Integrity Protocol (TKIP) keys for encryption. WPA specifies TKIP as the
data encryption method to replace WEP. TKIP avoids the problems of WEP static keys by
dynamically changing data encryption keys.

AES T Uses Adanced Encryption Standard (AES) keys for encryption. WPA2 uses AES
CounterMode encryption with Cipher Block Chaining Message Authentication CodeM&8YC

for message integrity. The AES Couerde/CBCMAC Protocol (AESCCMP) provides extremely
robust dataconfidentiality using a 128bit key. Use of AESCMP encryption is specified as a
standard requirement for WPA2. Before implementing WPA2 in the network, be sure client
devices are upgraded to WPABmpliant hardware.

Auto T Uses either TKIP or AES kisysncryption. WPA and

WPA2 mixed modes allow both WPA and WPAZ2 clients to associate to a common SSID. In mixed
mode, the unicast encryption type (TKIP or AES) is negotiated for each client.

Pass Phrase The WPA Preshared Key can be input as an AS@4gl (§n easyo-remember form of
letters and numbers that can include spaces) or Hexadecimal format. (Range: 8~63 ASCII characters,
or exactly 64 Hexadecimal digits)

Key Renewal Intervat Sets the time period for automatically changing data encryptiors kayd
redistributing them to all connected clients. (Default: 3600 seconds)

IEEE 802.1XNDRADIUS

IEEE 802.1X is a standard framework for network access control that uses a central RADIUS server for
user authentication. This control feature prevents uttarized access to the network by requiring

an 802.1X client application to submit user credentials for authentication. The 802.1X standard uses
the Extensible Authentication Protocol (EAP) to pass user credentials (either digital certificates, user
namesand passwords, or other) from the client to the RADIUS server. Client authentication is then
verified on the RADIUS server before the client can access the network. Remote Authentication
Dialin User Service (RADIUS) is an authentication protocol thatsadgare running on a central

server to control access to RAD{aMgare devices on the network. An authentication server contains

a database of user credentials for each user that requires network access.

The WPA and WPA2 enterprise security modes usel80&s the method of user authentication. IEEE
802.1X can also be enabled on its own as a security mode for user authentication. When 802.1X is
used, a RADIUS server must be configured and be available on the connected wired network.
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802.1X WEP SelectsWEP keys for data encryption. When enabled, WEP encryption keys are
automatically generated by the RADIUS server and distributed to all connected clients. (Default:
Disabled)

RADIUS Serve€onfigures RADIUS server settings.
IP Address Specifies the IBddress of the RADIUS server.
Portt The User Datagram Protocol (UDP) port number used by the
RADIUS server for authentication messages. (Range:G3535;
Default: 1812)

Shared Secret A shared text string used to encrypt messages between the accassgmui the
RADIUS server. Be sure that the same text string is specified on the RADIUS server. Do not use
blank spaces in the string. (Maximum length: 20 characters)

Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) is designed to ease installatidnactivation of security features in wireless
networks. WPS has two basic modes of operation, fugton Configuration (PBC) and Personal Identification
Number (PIN). The WPS PIN setup is optional to the PBC setup and provides more security. TheokdV&s but

the 2.4GHz 802.11b/g/n AP/ROUTER can be pressed at any time to allow a single device to easily join the
network. The WPS Settings page includes configuration options for setting WPS device PIN codes and activating

the virtual WPS button.
/I tAOCIA NNt SI2a {StGdAy3azé F2it26SR 08 a2t {é¢d
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SN S S0 NAME M Hide
:

D' SSID NAME

| EO—

WPS SSIO:he service set identifier for the unit.

AP PINDisplays the PIN Code for tReAGHz 802.11b/g/n AP/ROUTER. Theauwefis exclusive for
each unit.

Device NameWPS name for connecting to the device.

Encryption SettingsSelects between methods of broadcasting the WPS beacon to network clients
wanting to join the network:

WPA AlgorithmsSelects the data encryption type to use.

TKIPT Uses Temporal Key Integrity Protocol (TKIP) keys for encryption.spéeflies TKIP as
the data encryption method to replace WEP. TKIP avoids the problems of WEP static keys by
dynamically changing data encryption keys.

AEST1 Uses Advanced Encryption Standard (AES) keys for encryption. WPA2 uses AES
CounterMode encryptionwith Cipher Block Chaining Message Authentication Code-{fGED)

for message integrity. The AES Couierde/CBCMAC Protocol (AESCCMP) provides extremely
robust data confidentiality using a 12Bit key. Use of AESCMP encryption is specified as a
standad requirement for WPA2. Before implementing WPA2 in the network, be sure client
devices are upgraded to WPABmpliant hardware.

Auto 1 Uses either TKIP or AES keys for encryption. WPA and

WPA2 mixed modes allow both WPA and WPAZ2 clients to associate to a common SSID. In mixed
mode, the unicast encryption type (TKIP or AES) is negotiated for each client.

Key Renewal IntervalSets the time period for automatically changing data encryptiopskand
redistributing them to all connected clients.

Pass PhraseThe WPA Preshared Key can be input as an ASCII string (etn-easyember form of
letters and numbers that can include spaces) or Hexadecimal format. (Range: 8~63 ASCII characters,
or exatly 64 Hexadecimal digits)
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A 3-3 Configurations of 400MHz TDMA radio

In order to configure the 400MHz OFBPNDMA Radio, use the web browser and please do the
following:

1. Type the IP addred#tp://192.168.2.2 of this radio in the Location (for IE) or Addrerddf and
press Enter.

2. Enter the system name (the default settingdadming) and password (the default setting is
opassword).

3. Click on theidlogire button.

MobiRake

N ET 0 admin

Password

R

After you have loggeth the main page, thébout, Basic SetupWireless Setup, Status, Statistics,
Managementand Logoutbuttons will be shown. The main menu provides links to the whole sections
of the web configuration interface.

About

The About screen describes the product information briefly. Information of td@rimcludesDevice
Name MAC Addressand Firmware Version information
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About

Basic Setup
Statistics
Wireless Setup
Management

Logout

B About

ﬂlecommunicaticns & Broadcast

Device Information

Device Name DEVICE270081

MAC Address 00:1b:5c:00:00:50
Firmware

Version 1.22

Checksum f0f25363

Build Time Fri Apr 15 17:46:05 2011

Basic Setup / IP Setup

MobiRake

About

Basic Setup
STP Setup

Statistics

Wireless Setup

Management

Logout

B IP Settings

Device Name
Ethernet Data Rate
VLAN(802.1Q)
Management VLAN ID

DEVICE270081
Automatic B

9 Enable () Disable

0

IP Address
IP Address

IP Subnet Mask
Default Gateway
Primary DNS Server

Secondary DNS Server

9 Manual © DHCP
192.168.1.1

255.255.255.0
0.0.0.0
0.0.0.0
0.0.0.0

TheDevice Nameas used to give a name to your 400MHz OFDIDMA Radio. This will enable you to

manage it more easily if you have multiple radios on your network.

Ethernet Data Rateyou can choose the Ethernet data rate you need
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VLAN (802.1Qknable this feature and assign a management Vlan ID to the radio. Those PC without
same Vlan ID will not be allowed to connect this radio and configure it.

IP Address:Type the IP address you want to set to your 400MHz OFDMA Radio. (Default:
192.168.22).

IP Subnet MaskThe 400MHz OFDMI5 a! wlk RA2Q& {dzoy S al ail Ydzad oS
network. We recommended that you do NOT change the value. (Default: 255.255.255.0).

Default GatewayThe 400MHz OFDWIDMA Radio will use this value for defaBlteway.

Primary DNS Serveithe 400MHz OFDNIDMA Radio will use this value for primary Domain Name
Server.

Secondary DNS Serverhe 400MHz OFDWIDMA Radio will use this value for secondary Domain
Name Server.

Basic Setup / STP Setup

Spanning tree protool (STP)You may Enable or Disable the Spanning Tree Protocol used in this
radio.

MobiRake

B Spanning Tree Protocol Settings

About Spanning Tree Protocol (STP) @ Enable ) Disable

Basic Setup Bridge Priority (0-65535) 32768
IP Setup Hello Time (1-10) 2 seconds
TP
STESetup Max Age (6-40) 20 seconds
Statistics
Forward Delay (2-30) 2 seconds
Wireless Setup
Advanced
Management
Wireless Node Aging (15-600) 15 seconds

Logout

Note:L ¥ &2dz O2YLJX SGS GKS aSddaAiay3aasz L} SFHaS Ot A0l 2¢Y
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A 3-4 Wireless Setup

Wireless Setup / Radio Settings

Base Station mode
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